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Internal Control Questionnaire
[bookmark: _GoBack]As public servants, it is our responsibility to safeguard taxpayer’s dollars while adhering to laws and regulations governing processes over federal grant activities.  Developing good internal controls for federal grant activities is important for the prudent use of public funds as well as to prevent mishandling of funds and to safeguard against loss.  Strong internal controls also protect employees by defining responsibilities in the grant process.  Governments can use these internal controls to protect against embezzlement, theft, fraud, and poor decision making.

This document does not address all possible circumstances that need to be considered when establishing internal controls or assessing risk. Each agency is responsible for reviewing their practices and processes to determine where risks exist and where and how controls can be established to mitigate them. 

Control Objectives:
1. Effectiveness and efficiency of operations
2. Reliability of financial reporting
3. Compliance with applicable laws and regulations
4. Provide reasonable assurance that: 
a. Federal awards are expended only for allowable activities and that costs of goods and services charged to federal awards are allowable and in accordance with applicable principles.  
b. The drawdown of federal cash is only for immediate needs, reimbursement is requested only after costs have been incurred, states comply with applicable Treasury agreements, and recipients limit payment to subrecipients to immediate cash needs.  
c. Only eligible individuals and organizations receive assistance under federal award programs, that subawards are made only to eligible subrecipients, and that amounts provided to or on behalf of recipients were calculated in accordance with program requirements.  
d. Proper records are maintained for equipment acquired with federal awards, equipment is adequately safeguarded and maintained, disposition or encumbrance of any equipment or real property is in accordance with federal requirements, and the federal awarding agency is appropriately compensated for its share of any property sold or converted to non-federal use.  
e. Matching, level of effort, or earmarking requirements are met using only allowable funds or costs which are properly calculated and valued.  
f. Federal funds are used only during the authorized period of availability.  
g. Procurement of goods and services are made in compliance with provisions of the A-102 Common Rule or OMB Circular A-110, as applicable, and that covered transactions (as defined in the suspension and debarment common rule) are not made with a debarred or suspended party.  
h. Program income is correctly earned, recorded, and used in accordance with the program requirements.  
i. Compliance with the real property acquisition, appraisal, negotiation, and relocation requirements.  
j. Reports of federal awards submitted to the federal awarding agency or pass-through agency include all activity of the reporting period, are supported by underlying accounting or performance records, and are fairly presented in accordance with program requirements.
k. Federal award information and compliance requirements are identified to subrecipients, subrecipient activities are monitored, subrecipient audit findings are resolved, and the impact of any subrecipient non-compliance on the pass-through agency is evaluated.  In addition, the pass-through agency should perform procedures to provide reasonable assurance that subrecipient obtained required audits and takes appropriate corrective action on audit findings.
Instructions:

Each State agency that receives or spends federal grants, programs, or funds should complete this ICQ.  Also, each agency that administers any federal program or passes through funds to other entities should complete this ICQ.  If your agency is large or decentralized, then one ICQ for each division may be necessary.

This ICQ does not need to be submitted to State Finance; therefore, there is no Certification page.

Please answer each question by checking the appropriate box (either Yes, No, or N/A). A “No” response identifies an internal control weakness or that the control is achieved with another compensating control. Please describe in the Comments field for each “No” answer:
· The plan to resolve the weakness including the estimated date of completion, or
· The compensating control(s) and why they adequately compensate for the “No” response.
The “N/A” responses may need an explanation if the explanation is not readily apparent.

When an ICQ question is worded in such a way that it does not apply exactly to the agency’s situation, please attempt to apply the meaning or purpose of the question to the agency’s situation.

For more information about the Internal Control Program and these Internal Control Questionnaires, or for contact information of the coordinator of this program, see the State Division of Finance website, http://finance.utah.gov/.  Then, click on “Internal Control.”

How This Document is Organized:
This document is organized in accordance with the five components of internal control (Control Environment, Risk Assessment, Control Activities, Information & Communication, and Monitoring) with a section added for Fraud, Waste, and Abuse.  It is then further organized according to the 13 major components of the OMB Circular A-133 Compliance Supplement, Part 6 (Activities Allowed or Unallowed; Allowable Cost Principles; Cash Management; Davis Bacon Act (covered by a separate ICQ); Eligibility; Equipment & Real Property Management; Matching, Level of Effort and Earmarking; Period of Availability of Funds; Procurement, and Suspension and Debarment; Program Income; Real Property Acquisition and Relocation Assistance; Reporting; and Subrecipient Monitoring).  



Control Activities Questions:
	A.
	Activities Allowed or Unallowed and Allowable Cost Principles:
	Yes
	No
	N/A
	Comments

	1.
	Is staff knowledgeable of the requirements for determining activities allowed and allowable costs?
	
	
	
	

	2.
	Are federal and non-federal activity charges and costs accounted for separately?
	
	
	
	

	3.
	Is there an on-going process in place to update procedures for changes in activities allowed and cost principles?
	
	
	
	

	Are the following pre-audit functions performed: 
	
	
	
	

	4.
	Check computations for accuracy?
	
	
	
	

	5.
	Review of supporting documentation?
	
	
	
	

	6.
	Identify unallowable costs?
	
	
	
	

	7.
	Make necessary adjustment to unallowable costs?
	
	
	
	

	8.
	Is follow-up action taken to determine the cause of the adjustment?  
	
	
	
	

	Is there adequate segregation of duties for:
	
	
	
	

	9.
	Reviewing award transaction activity?  
	
	
	
	

	10.
	Authorizing award transaction activity? 
	
	
	
	



	B.
	Cash Management: 
	Yes
	No
	N/A
	Comments

	11.
	Are cash flow statements prepared to determine essential cash flow needs? 
	
	
	
	

	12.
	Is the accounting system capable of scheduling payments and requests for funds from Treasury to minimize time lapses between draw down of funds and actual disbursements of funds? 
	
	
	
	

	Is there an appropriate level of supervisory review of cash management activities regarding: 
	
	
	
	

	13. 
	Procedures for requesting draw down of funds are as close as is administratively possible to actual cash outlays? 
	
	
	
	

	14. 
	Monitoring of cash management activities? 
	
	
	
	

	15. 
	Interest earnings are calculated and properly settled where required? 
	
	
	
	

	For state programs subject to a Treasury-state agreement, does a written policy exist which includes: 
	
	
	
	

	16. 
	Programs covered by the agreement?   
	
	
	
	

	17. 
	Funding methods to be used?   
	
	
	
	

	18. 
	Process used to calculate interest?   
	
	
	
	

	19. 
	Procedures for determining check clearing patterns (if applicable for the funding method)?
	
	
	
	



	C.
	Eligibility: 
	Yes
	No
	N/A
	Comments

	20.
	Do written policies provide direction to make and document eligibility determinations?
	
	
	
	

	21.
	Are procedures to calculate eligibility amounts consistent with program requirements?
	
	
	
	

	22.
	Are eligibility objectives and procedures clearly communicated to employees?
	
	
	
	

	23.
	Are eligibility documents periodically reviewed for approval by authorized signatures?
	
	
	
	

	24.
	Is access to eligibility records limited to appropriate persons?
	
	
	
	

	25.
	Are manual criteria checklists or automated processes used in making eligibility determinations?
	
	
	
	

	26.
	Is the accuracy of information used in eligibility determinations verified?
	
	
	
	

	27.
	Are there procedures to ensure the completeness of the data used to determine eligibility?
	
	
	
	

	28.
	Are eligibility re-determinations performed in accordance with program requirements?
	
	
	
	



	D.
	Equipment & Real Property Management: 
	Yes
	No
	N/A
	Comments

	29.
	Are accurate records maintained on all acquisitions and dispositions of property acquired with federal awards?  
	
	
	
	

	30.
	Is the entities ownership of fixed assets marked according to prescribed procedures?
	
	
	
	

	31.
	Are fixed assets periodically inventoried and reconciled with property and accounting records?  
	
	
	
	

	32.
	Do property records contain essential data such as: description, serial number or other identification number, who holds title, acquisition date and cost, percentage of federal participation in the cost, location, condition, and disposition data?   
	
	
	
	

	33.
	Have procedures been established to ensure that dispositions of property acquired with federal awards are appropriately handled?  
	
	
	
	

	34.
	Are policies and procedures in place that address responsibilities of recordkeeping and authorities for disposition?  
	
	
	
	




	E.
	Matching, Level of Effort, Earmarking: 
	Yes
	No
	N/A
	Comments

	35.
	Are monthly cost reports and adjusting entries reviewed and approved?  
	
	
	
	

	Is evidence obtained such as a certification from the donor, or other procedures performed to identify whether matching contributions: 
	
	
	
	

	36.
	Involve non-federal sources?
	
	
	
	

	37.
	Involve federal funding, directly or indirectly?
	
	
	
	

	38.
	Were used for another federally-assisted program?  
	
	
	
	


Note: Generally, matching contributions must be from a non-federal source and may not involve federal funding or be used for another federally assisted program.


	F.
	Period of Availability of Funds: 
	Yes
	No
	N/A
	Comments

	39.
	Do management procedures specify critical dates, e.g. fiscal-year end to obligate funds and payment cut-offs to expend obligated funds? 
	
	
	
	

	40. 
	Do management procedures prohibit obligating federal funds outside of their period of availability?   
	
	
	
	

	41.
	Do management procedures approve the expenditure of federal funds only if obligated during the period of availability? 
	
	
	
	

	42.
	Are obligations expended within a reasonable period of time after the period of availability has ceased?  If not, are unliquidated obligations de-obligated? 
	
	
	
	

	43.
	Are there additional management procedures if the period of availability varies as a prime recipient of subrecipient? For example, a block grant awarded to a prime recipient has a two-year period of availability, and the prime recipient subgrants funds for a 12-month fiscal year period.  As both prime recipient and pass-through, are procedures established to carry over unliquidated obligations and unobligated funds into the subsequent fiscal year period for re-obligation?  
	
	
	
	




	G.
	Procurement, Suspension, & Debarment: 
	Yes
	No
	N/A
	Comments

	44.
	Do job descriptions or other means of defining tasks exist that comprise particular procurement jobs?  
	
	
	
	

	45.
	Are contractor’s performance with the terms, conditions, and specifications of the contract monitored and documented?  
	
	
	
	

	46.
	Are duties segregated for employees that are responsible to contract for and to pay for services received?
	
	
	
	

	47.
	Do supervisors determine that contracting decisions comply with federal procurement policies?  
	
	
	
	

	48.
	Are procedures established to verify that vendors have not been suspended or debarred by the federal government?  
	
	
	
	

	49.
	If procedures are in place, are they adhered to?
	
	
	
	

	Do the official written policies address the following issues: 
	
	
	
	

	50.
	Contract files that document significant procurement history. 
	
	
	
	

	51.
	Authorized procurement methods. 
	
	
	
	

	52.
	Verification that procurements provide full and open competition. 
	
	
	
	

	53.
	Requirements for cost or price analysis, including for contract modifications. 
	
	
	
	

	54.
	Obtaining and reacting to suspension and debarment certifications. 
	
	
	
	

	55.
	Compliance with other federal award procurement requirements. 
	
	
	
	

	Are there written procedures to assist management at the “primary tier” to comply with the federal regulations regarding suspension and debarment that: 
	
	
	
	

	56.
	Reference the federal requirements located in 2 CFR 180? (This is the government-wide nonprocurement, suspension and debarment common rule.  The code provides guidelines, responsibilities of parties, and definitions of terms.) 
	
	
	
	

	57.
	Clearly communicate to potential “participants” who may submit a proposal or application to the “primary tier” that suspended or debarred persons cannot enter into a “covered transaction” with the “primary tier”?
	
	
	
	

	58.
	Demonstrate a risk-reduction method to check before entering into a “covered transaction” that the person, participant, or its principal with whom they intend to do business has not been suspended or debarred? 
	
	
	
	

	59.
	Differentiate between “covered transactions” entered into before and after November 26, 2003? (Those before that date require staff to obtain certifications from entities receiving subawards of any value and procurement contracts equal to or exceeding $100,000, certifying that the organization and its principals are not suspended or debarred.) 
	
	
	
	

	60.
	Demonstrate as of November 26, 2003, the “primary tier” will not enter into a “covered transaction” at the “next lower tier” and includes all nonprocurement transactions and procurement contracts $25,000 and greater? 
	
	
	
	

	61.
	Specify the means used to make the determination, i.e., checking the Excluded Parties Listing System (EPLS), maintained by the General Services Administration; obtaining a certification; or inserting a clause in the agreement?
	
	
	
	



	H.
	Program Income: 
	Yes
	No
	N/A
	Comments

	62.
	Are pricing and collection policies and procedures clearly communicated to personnel responsible for program income?  
	
	
	
	

	63.
	Are there mechanisms in place to ensure that program income is properly recorded as earned and deposited in the bank as collected?  
	
	
	
	

	64.
	Do policies and procedures provide for the correct use of program income in accordance with federal program requirements? 
	
	
	
	




	I.
	Real Property Acquisition & Relocation Assistance: 
	Yes
	No
	N/A
	Comments

	65.
	Have employees handling relocation assistance and real property acquisition been trained in the requirements of the Uniform Relocation Assistance and Real Property Acquisition Policies Act of 1970, as amended (URA)?  
	
	
	
	

	66.
	Is a review of expenditures pertaining to real property acquisition and relocation assistance conducted by employees knowledgeable in the Uniform Relocation Assistance and Real Property Acquisition Policies Act of 1970, as amended (URA)?  
	
	
	
	



	J.
	Reporting: 
	Yes
	No
	N/A
	Comments

	67.
	Do written policies exist that establish responsibility for periodic monitoring, verification, and reporting of program progress and accomplishments?  
	
	
	
	

	68.
	Do procedures exist for periodic monitoring, verification, and reporting of program progress and accomplishments?  
	
	
	
	

	69.
	Is there a tracking system that reminds staff when reports are due?  
	
	
	
	

	70.
	Is the general ledger or other reliable records the basis for the reports?  
	
	
	
	

	71.
	Is a supervisory review of reports performed to assure accuracy and completeness of information included in the reports?  
	
	
	
	

	72.
	Is the required accounting method used (e.g., cash or accrual)?  
	
	
	
	




	K.
	Subrecipient Monitoring: 
	Yes
	No
	N/A
	Comments

	73.
	Has the federal award information (e.g., CFDA title and number, award name, name of federal agency, amount of award) and applicable compliance requirements been identified to subrecipients?
	
	
	
	

	74.
	Has the requirement to comply with the compliance requirements applicable to the federal program including the audit requirements of OMB Circular A-133 been included in agreements with subrecipient?
	
	
	
	

	Does the agency monitor subrecipients' compliance with audit requirements by:
	
	
	
	

	75.
	inquiring whether the subrecipient met the threshold requiring an audit under OMB Circular Act A-133 been included in agreements with subrecipients?
	
	
	
	

	76.
	assuring that the subrecipient submits the report, report package or the documentation required by OMB Circulars and/or recipient's requirements?
	
	
	
	

	77.
	following up with the subrecipient when required to have an audit until the audit is completed, or taking appropriate action until the subrecipient meets the audit requirements?
	
	
	
	

	Does the agency monitor compliance of the subrecipients by:
	
	
	
	

	78.
	issuing timely management decisions for audit and monitoring findings to inform the subrecipient whether the corrective action planned is acceptable?
	
	
	
	

	79.
	maintaining a system to track and follow up on reported deficiencies related to programs funded by the recipient and ensure that timely corrective action is taken?
	
	
	
	

	80.
	contacting the subrecipients to make appropriate inquiries concerning the federal program?
	
	
	
	

	81.
	reviewing subrecipient reports and following-up on areas of concern?
	
	
	
	

	82.
	monitoring subrecipient budgets?
	
	
	
	

	83.
	performing subrecipient site visits to review financial and programmatic records and observe operations?
	
	
	
	

	84.
	offering subrecipients technical assistance where needed?
	
	
	
	

	Have official written policies and procedures been established:
	
	
	
	

	85.
	communicating federal award requirements to subrecipients?
	
	
	
	

	86.
	describing the responsibilities for monitoring subrecipients?
	
	
	
	

	87.
	defining the process and procedures for monitoring?
	
	
	
	

	88.
	describing the methodology for resolving findings of subrecipient non-compliance or weaknesses in internal control?
	
	
	
	

	89.
	listing the requirements for and processing of subrecipient audits, including appropriate adjustment of pass-through agency's accounts?
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